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Abstract

The rapid advancement of large language models (LLMs) has significantly influenced various domains, including software
engineering, where their potential to transform traditional practices is increasingly recognized. This systematic literature
review investigates the role of LLMs in software requirements engineering, aiming to synthesize existing research, identify
key trends, and highlight gaps in the current knowledge. We examine the multifaceted applications of LLMs across several
dimensions, such as requirements elicitation, analysis, and specification, as well as their broader implications in code
generation, testing, and security. The methodology involves a rigorous selection and analysis of relevant studies, followed
by a thematic categorization to provide a comprehensive overview of the field. Our findings reveal that LLMs demonstrate
considerable promise in automating and improving the accuracy of requirements-related tasks, yet challenges such as
model interpretability, ethical concerns, and integration with existing workflows remain unresolved. The review also
underscores the growing emphasis on prompt engineering and fine-tuning techniques to adapt LLMs for domain-specific
needs. While the adoption of LLMs in software requirements engineering is still evolving, the evidence suggests a paradigm
shift toward more intelligent and efficient practices. We conclude by discussing future research directions, emphasizing the
need for empirical validation, interdisciplinary collaboration, and the development of robust frameworks to address the
limitations and risks associated with LLM deployment in this critical area of software engineering.

Keywords
Software Engineering, Requirements Engineering, Large Language Model, Systematic Literature Review, Requirements
Prioritization.

1. INTRODUCTION

Software Requirements Engineering (SRE) has always been an integral part of software development since
it provides a basis for specifying system functionalities and user needs. Classic methods of requirements
engineering require many manual actions and are mostly connected to interviewing stakeholders, analyzing
documents, and performing validation tasks that might be resource-demanding and ambiguous (Elghariani &
Kama, 2016). The growing complexity of software systems along with the necessity for shorter development
cycles requires the exploration of innovative ways to automate and improve the process of requirements
engineering. LLMs represent a significant revolution in artificial intelligence due to their unique abilities in
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natural language processing tasks like understanding, generating, and reasoning about the information
contained in texts (Minaee et al., 2024). Due to the training on large text corpora, LLMs become capable of
performing such tasks as text summarization, code generation, etc. that makes it possible to apply these models
in the software engineering domain. Specifically, LLMs may be useful in the process of SRE for automating
requirement elicitation, refining the vague requirements, and detecting inconsistencies in early-stage
documentation (Arora et al., 2024; Rodriguez-Cardenas, 2025). However, the use of LLMs in SRE is not devoid
of difficulties. First of all, it is important to mention some gaps revealed in current researches like the absence
of benchmark datasets for evaluating LLMs in tasks related to SRE, the problem of maintaining the
interpretability of the model in case of using it in decision-making processes, the issue of ethics and the need
to take into account sensitive stakeholder environment, etc. Furthermore, although LLMs can successfully work
with plain text, they face difficulties when trying to work with domain-specific jargon, cross-reference
requirements, and other forms of input besides text (Doris et al., 2025; Page et al., 2021).

Our motivation for the current research stems from the rising popularity of LLMs and their potential to
benefit software engineering practice. Our objective is to perform a state-of-the-art review of the available
literature on the matter and provide an exhaustive overview of the use of LLMs in the context of SRE. Moreover,
we would like to highlight the latest trends in the field as well as areas which require further investigation.
Such a literature review will prove to be valuable for practitioners who want to implement LLM-based
solutions and for researchers who can utilize the insights to focus on the most critical aspects. Finally, this paper
contributes to the growing body of literature dedicated to the impact of Artificial Intelligence (Al) on software
engineering in all its aspects, ranging from positive effects to possible drawbacks of the use of LLMs.

The rest of this paper is structured as follows: in Section 2, we explain the methodology of our literature
review and the procedure of studies selection and analysis. The results of our study are reported in Section 3
and organized in several subsections related to different aspects of the use of LLMs in software engineering
such as SRE, code generation, testing and security, and usage in education and the challenges associated with
it. In Section 4, implications of our findings are discussed. Finally, in Section 5, we wrap up the paper by
thinking about where this field might go in the future and what's next for LLMs.

2. METHODOLOGY

2.1 Review Protocol

In order to conduct an unbiased and comprehensive search and obtain all available publications, the review
was conducted via six reputable academic databases and search engines which were chosen due to their
popularity in computer science and software engineering research. IEEE Xplore was prioritized as it is the
source of an enormous number of high-impact journals and conferences in software engineering. Also, ACM
Digital Library was selected because of its concentration on computer sciences and emerging applications of
artificial intelligence. Web of Science and Scopus was chosen as sources providing broad coverage of various
disciplines as well as an efficient citation tracking. Finally, ScienceDirect and SpringerLink provided peer-
reviewed journals with emphasis on empirical studies in software engineering. In addition, we employed
Google Scholar to find more grey literature and preprints. The combination of those search engines and
databases was meant to ensure the diversity of retrieved studies. The search keywords were selected in such a
way as to provide for a targeted search. The phrases "Large language model" and "LLM", as well as "software
requirements engineering" and "SRE", were used in order to receive as narrow as possible result while avoiding
missing any useful literature. In order to exclude irrelevant papers such as review articles, surveys, meta-
analyses, etc., the search terms were adjusted for every database as described in the search methods section.

2.2 Research Dimensions

The following areas are included in research on the application of LLMs in the field of SRE. The first area under
consideration is the analysis of the role of LLMs in the accomplishment of the fundamental steps of SRE:
elicitation, specification, and verification of requirements. Further, it is essential to investigate the use of LLMs
in generation and refactoring of code by transforming natural-language requirements into code that can be run.
Moreover, it is necessary to analyze ways of employing LLMs in testing activities, including generating test
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cases and defect prediction. Another crucial issue is the investigation of the potential of LLMs in identification
and mitigation of risks and vulnerabilities in software requirements and code. In addition, one needs to conduct
studies on optimization of LLMs for particular SRE activities through the application of certain techniques. It
is also important to explore the possibilities of implementing LLMs in education in software engineering. One
more key point to take into account is the analysis of ethical and technical challenges associated with applying
LLMs in the field of SRE.

2.3 Inclusion and Exclusion Criteria

In order to select relevant studies for analysis, we looked for studies that discussed the use of Large Language
Models (LLMs) in SRE or related fields. These papers should also have been peer-reviewed and presented at
scientific conferences or journals, and contain empirical results or novel contributions. It is crucial that these
studies were published in English. To ensure that the selected studies present an evolving state-of-the-art, we
did not restrict the selection based on publication year. At the same time, we excluded the studies which were
not actually devoted to the topic of LLMs in SRE, as well as opinion pieces and theoretical considerations. We
also decided to exclude studies that repeated conclusions of other selected studies, as well as the studies that
we were unable to get hold of.

2.4 Study Selection Process

We started by searching for records and found 1,398 of them. But when we looked closer, we realized that 548
of those were duplicates, so we removed them. Then, the titles and abstracts of the remaining studies were
assessed, and 545 records out of them were excluded due to irrelevance to the subject of the review. 300 articles
remained after this step. The assessment of the whole text of the studies led to the exclusion of 180 studies as
not corresponding to the inclusion criteria of the review, such as insufficient focus on LLMs or SRE. Thus, 86
studies qualified to be included in the review. For the illustration of the selection process of the records, one
can refer to the flow chart presented in Fig 1. The biases that may influence the results of the selection process
include exclusion of non-English publications and using of particular database search algorithms that might
miss relevant studies due to unconventional indexing. To reduce these biases, snowballing was conducted in
both directions for the important papers in order to find additional sources. However, fast development of
LLM field requires taking into account that some new findings may not be covered by the existing literature.
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Fig. 1: Flowchart of the study selection process

19



3. RESULTS

3.1 Research Trends

It is obvious that scientific activity in the field has grown significantly in recent years, see Figure 2. The analysis
of the dates when the articles have been published allows to conclude that as much as 86% of the sources were
published within 2023 and 2026. This timeframe coincides with the rise in popularity of transformer-based
architectures and models such as GPT-4 and their incredible efficiency in natural language processing tasks.
Since then, the field has gone far beyond the exploratory studies conducted in the late 2010s. It is currently
growing very rapidly and its development is characterized by an exponential increase in the number of studies.
Studies conducted from 2016 to 2022 offered many insights about the potential of LLMs in analyzing
requirements, however, the interest has grown significantly only in 2023. Specifically, the volume of
publications increased by thirteen times compared to the previous year. This abrupt increase demonstrates the
growing awareness of LLMs among developers and their perception of the models as a disruptive innovation
capable of solving some persistent issues in the requirements engineering process. Furthermore, the fact that
the growth continued until 2024 and 2025 indicates that a revolution in requirement engineering, analysis, and
management is taking place. Fig. 2 illustrates the rapid increase in publications on LLMs in Software
Requirements Engineering, particularly after 2023, reflecting the growing research interest in this field. It is
noteworthy that research on code generation and software testing accounts for almost 40% of the reviewed
studies. The distribution of studies by application area is shown in Fig. 3.
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Fig. 2: Research trends in the domain of LLMs in SRE
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As the development and execution of any plan follow each other naturally, such a high percentage is quite
reasonable since LLMs may serve as tools of turning plans into actual code. Another vital issue that cannot be
ignored is security. Despite the fact that there are fewer studies on this topic, they become more sophisticated
- today researchers focus not only on finding bugs in the code but also on its analysis in the planning stage.
One can also identify a new research area, which is known as prompt engineering and focuses on improving
the performance of LLMs in various situations. Finally, despite the fact that education is not one of the priorities
of research right now, one should admit that it is a positive tendency since training future engineers in this
regard will play a great role in their professional activity.

3.2 Applications of LLMs in Software Requirements Engineering

The application of LLMs to SRE could turn out to be a revolution. LLMs could prove useful at various stages
in the process of SRE. Our research examined numerous papers and classified them into six broad categories,
which have been highlighted in Table 1 below. A breakdown of LLM Applications in SRE by specific task is
shown in Figure 4. Each category explores particular difficulties and possibilities of SRE. All these categories
revolve around exploring and implementing innovative solutions for improving SRE. By means of LLMs, we
will be able to overcome several difficulties inherent in SRE.

Table 1: Taxonomy of LLM Applications in Software Requirements Engineering

Application Area Specific Task Technique/Focus Sources
Requirements Elicitation Elicitation Support Al-assisted questioning and (Ronanki et al., 2023),
and Analysis refinement (Ezzini et al., 2023)
Completeness Improving natural-language (Luitel et al., 2023)
Enhancement requirements
Bias and Fairness Gender bias in requirements (Treude & Hata, 2023)
Analysis tasks
Requirements Specification | Natural-language to LLM-based formalization (Beg et al., 2025)
and Formalization Formal Specs
Specification Evaluation | Empirical assessment of LLM- (Krishna et al., 2024)
generated specifications
Automated Requirements- Code Generation from End-to-end requirements-to-code | (Wei, 2024; Han et al.,
to-Code Requirements pipelines 2024)
Traceability and Prompt strategies for traceability | (Rodriguez et al., 2023)
Prompt Engineering
Generative Al and Prompt Design and Best practices for RE prompts (Ronanki ef al., 2024)
Prompting in RE Patterns
Generative Al for RE General role of LLMs in RE (Arora et al., 2024;
Tasks Dalpiaz & Niu, 2020)
Agile and Multi-Agent RE User Story LLM-based quality enhancement | (Zhang ef al., 2024)
Improvement
Multi-Agent Agile LLM agents for agile RE and (Manish, 2024; Bui et al.,
Development estimation 2025)
Challenges and Case Studies | Al-Intense Systems RE | Unique challenges in Al-driven (Heyn et al., 2021)
Challenges RE
Agile RE Practices Empirical case studies (Bjarnason et al., 2016)
General RE with Al Al in Requirements Historical and future (Son, 2025; Dalpiaz &
Engineering perspectives Niu, 2020)
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Fig. 4: Breakdown of LLM applications in SRE by specific task

In addition to helping to elicit the necessary information regarding what the user wants, LLMs can make
ambiguous user requests more precise through asking questions and expanding on an inadequate description
of the request. However, some studies indicate that LLMs are capable of generating biased outcomes when the
task requires the involvement of gender-related issues. This should be kept in mind while testing the validity
of the generated outcome in practice. LLMs can convert informal requirements into formal specifications. For
instance, there is a study showing that LLMs are capable of doing this transformation rather effectively.
Another study was concerned with the problem of verifying whether the output provided by the model is
correct. In addition, there are several pieces of research indicating that LLMs can translate requirements into
code. It allows connecting the high-level idea of what needs to be done and its practical implementation. The
connection mentioned above is important due to the fact that it bridges the gap between user needs and their
implementation.

Emerging areas include multi-agent LLM frameworks for agile development (Manish, 2024), in which
autonomous agents collaborate in the process of requirements prioritization, as well as prompt engineering
studies (Rodriguez et al., 2023) optimizing traceability tasks. Notably, (Heyn et al., 2021) identifies the unique
challenges for Al-intensive systems such as changing requirements and ethical concerns that require adaptive
LLM solutions. Some research, including (Son, 2025) and (Dalpiaz & Niu, 2020) focuses on how Al technology
was applied in the domain of SRE in the past and how it may be employed in the future. According to them,
LLMs are the next step on the path to more intelligent RE tools. Categorization of such type indicates the variety
of applications of LLMs but also points out the directions requiring further elaboration such as dealing with
multi-modal requirements and longitudinal impacts of LLMs.

3.3 LLMs for Software Code Generation and Refactoring

The use of LLMs for generating and improving codes has proven to be one of the most vibrant fields of research,
with research showing that they help to fill the gap between high-level requirements and their implementation.
As shown in Table 2, we have categorized the included research studies into three main fields of applications,
all of which tackle different issues. A breakdown of LLM applications in code generation and refactoring by
task is depicted in Fig. 5.

Code generation is another field that relies heavily on the power of prompt engineering. Studies like (Li et
al., 2025) propose the use of structured chain-of-thought prompting to increase the logical consistency of
generated code. Works like (Jain ef al., 2022; Austin et al., 2021) investigate the possibility of large-scale program
synthesis and demonstrate that LLMs are capable of successfully combining learned patterns and algorithmic
reasoning skills. Test-driven approaches, like those described in (Rao ef al., 2023), make code generation
consistent with code verification by training the model on aligned code-test pairs. Multi-agent systems in (Dong
et al., 2024) show how LLMs can be used in self-collaboration processes to iteratively improve the solution.
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Table 2: Taxonomy of LLM Applications in Code Generation and Refactoring

Application Area Task Technique Sources
Code Generation General Code Prompt Engineering (Subahi, 2026; Mu et al., 2024; Jain et al., 2022;
Synthesis Austin et al., 2021, Li et al., 2025; Li et al., 2024)
Test-Driven (Rao et al., 2023; Mathews & Nagappan, 2024)
Generation
Multi-Agent (Dong et al., 2024; Pudari & Ernst, 2023)
Collaboration
Domain-Specific Code | DSL Creation (Subahi, 2026)
Generation New Ecosystem (Aytekin et al., 2026)
Adaptation
Code Translation Cross-Language (Yang et al., 2024)
Translation
Code Understanding | Summarization and (Sun et al., 2025; Nam et al., 2024)
Explanation
Code Improvement | Code Repair Automated Bug (Fan et al., 2023; Jin et al., 2023)
Fixing
Code Refactoring Few-Shot Learning (Fan et al., 2023; Jin et al., 2023)
Autonomous (Fan et al., 2023; Jin et al., 2023)
Refactoring
Evaluation and Quality Assessment Correctness (Liu et al., 2023; Zhang et al., 2025)
Enhancement Verification
Performance Structured Prompting | (Li ef al., 2025)
Optimization
Real-World Case Studies (Zheng et al., 2025; Ross et al., 2023; Khojah et
Deployment al., 2024; Rajbhoj et al., 2024; Bouzenia &
Pradel, 2025)
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Fig. 5: Breakdown of LLM applications in Code Generation and Refactoring by task

There are also some domain-specific techniques applied to overcome the limitations of LLMs. For example,
LLMs are employed for generating domain-specific languages (DSLs) by Subahi (2026). This way;, it is possible
to simplify the process of translating requirements into executable specifications. Study Aytekin et al. (2026) is
devoted to adapting LLMs to work in an unusual programming ecosystem (e.g., ArkTS and HarmonyOS), and
the authors emphasize the necessity of targeted fine-tuning in this case. Translation across programming
languages is also an interesting question for research (Yang et al., 2024). LLMs' abilities in code improvement
are investigated in various works. Automated bug repair techniques in (Fan ef al., 2023; Jin et al., 2023) use the
power of LLMs to detect bugs in the code and fix them, achieving better results than static analysis techniques
do. Few-shot learning approaches to refactoring are proposed in (Shirafuji et al., 2023) and full autonomy is
explored in (Zhang et al., 2024). It is important to assess the quality of code, which is accomplished in (Liu et
al., 2023) through rigorous evaluations of the correctness of LLM-generated code and in (Zhang et al., 2025) -
through measuring its performance beyond the standard benchmarks.

Deployment studies shed light on problems encountered in real practice. Thus, Zheng et al. (2025) analyzes
the course of conversations with LLMs during development processes, while Ross et al. (2023) observes how
programmers use these models in practice. In addition, the case study by Rajbhoj et al. (2024) proves that
ChatGPT usage allows developers to accelerate development cycles, although the inconsistency of code
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requires sometimes human intervention. Study by Aytekin et al. (2026), which deals with ArkTS code
generation, deserves special attention because it provides the baselines for the performance of LLMs in an
emerging ecosystem. It shows once more the importance of the fine-tuning to achieve the best results in this
case.

3.4 LLMs in Software Testing: Revolutionizing Test Automation and Quality Assurance

Research on the application of Large Language Models (LLMs) in software testing has expanded rapidly,
demonstrating their potential to automate and improve various testing activities throughout the software
development lifecycle. Recent studies have shown that LLMs can assist in generating test cases, automating
test scripts, detecting vulnerabilities, localizing faults, and improving overall software quality. Based on the
reviewed literature, the selected studies are categorized into several major application areas, as summarized in
Table 3. A breakdown of LLM applications in software testing by specific task is illustrated in Figure 6.

Table 3: Taxonomy of LLM Applications in Software Testing

Application Area Task Technique References
Test Case Generation Unit Test Generation LLM-based test synthesis (Alagarsamy et al.,
2025; Alshahwan et
al., 2024; Lops et al.,
2025; Siddiq et al.,
2024; Wang et al.,
2024)
Test suite assessment (Lops et al., 2025)
Test Case from Bug Reports Bug reproduction (Kang et al., 2023)
Bug report to test case (Plein et al., 2024)
Domain-Specific Test Fintech acceptance testing (Xue et al., 2024)
Generation
Fuzzing General-purpose fuzzing (Xia et al., 2024)
Edge-case generation (Deng et al., 2024)
Test Script Automation Test Script Generation Language model-based (Yu et al., 2023)
synthesis
Test Migration Language model adaptation (Yu et al., 2023)
Test Quality Flaky Test Detection Black-box prediction (Fatima et al., 2022)
Improvement Test Oracle Automation LLM-based oracle generation (Molina et al., 2025)
Test Efficiency Enhancement | Generative Al optimization (Neelapu, 2024)
Vulnerability Detection | Security Vulnerability LLM-based analysis (Khare et al., 2025;
Detection Guo et al., 2024)
Vulnerability Repair LLM-based patching (Fu et al., 2023)
Fault Localization Test-Free Fault Localization LLM-based analysis (Yang et al., 2024)
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Fig. 6: Breakdown of LLM Applications in Software Testing

3.5 Test Case Generation and Automation

The literature review revealed that artificial intelligence models demonstrated high efficiency in automatically
generating test cases and, particularly, test cases for unit testing. For example, some researches, including
(Alshahwan et al., 2024) and (Lops et al., 2025), have indicated that such models were able to generate JUnit
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tests covering a large number of functions. There was another research (Wang et al., 2024) proposing a method
of test generation precision increase by slicing methods. Furthermore, the study by (Kang et al., 2023) made it
possible to move one more step forward showing that models were able to reproduce failure scenarios on the
basis of a limited amount of information. At the same time, there are some examples of successful use of
artificial intelligence models to automatically generate test cases in the field, such as the work of (Xue et al.,
2024), which made complete automation of test case generation for acceptance testing in the financial field
possible with the help of special prompts. Fuzzing techniques also became more advanced with the help of the
integration of LLMs. For example, there is a recent study offering an innovative approach to fuzzing that makes
it possible to generate inputs that cover a wide range of different programming languages on the basis of pre-
trained knowledge. Another study pays attention to the identification of edge cases in deep learning libraries.
The important thing is that both of them prove that LLMs can outperform traditional fuzzing techniques thanks
to the use of their training data for the generation of unusual but valid test inputs.

In addition to generation, LLMs also contribute to test quality. For example, the Flakify framework applies
language models to predict whether tests are prone to be flaky (unstable), which is a critical issue in regression
testing. Another use case, in which LLMs are successfully applied is test oracle automation. In particular, the
test oracle automation system described in (Molina et al., 2025) allows the verification of expected test output
without any manual specifications. The use of LLMs may allow achieving even more efficient testing as it is
demonstrated in the research (Neelapu, 2024). The authors of (Neelapu, 2024) claim that the integration of
generative Al into testing procedures leads to shortened testing timelines. In short, LLMs provide better results
when it comes to test quality. As for the research conducted by (Santos et al., 2024), it provides us with a broader
perspective regarding the use of LLMs in real testing scenarios. This work helps us to question what is really
happening: are we testing these models or are they testing us? This study reveals two-way relationships
between LLMs and the testing process, which affects each other.

Security testing also benefits from developments in LLMs field. Vulnerability detection researches (Khare et
al., 2025) and (Guo et al., 2024) analyze performance of models in detecting vulnerabilities in the code but
indicate some limitations when it comes to the detection of novel attack patterns. The research by (Fu et al.,
2023) studies LLM-based vulnerability repair and illustrates the ability of LLMs to suggest patches for detected
vulnerabilities. Fault detection is yet another area where advances are made. For instance, one research (Yang
et al., 2024) allowed fault detection without the use of any tests. It seems like the discovery could revolutionize
debugging because it does not depend on any existing tests. Combining these technologies, LLMs might
become autonomous testing agents (Feldt ef al., 2023). This means that the testing processes could be managed
almost entirely by LLMs.

3.6 Security and Vulnerability Detection with LLMs

The use of LLMs for security and vulnerability identification is an example of the new paradigm that is used to
protect software from potential risks and vulnerabilities. Based on the information provided in Table 4, we are
able to distinguish three main fields of applications based on the different areas of security analysis and
vulnerability management. A breakdown of LLM applications in security and vulnerability detection is
depicted in Fig. 7.

Table 4: Taxonomy of LLM Applications in Security and Vulnerability Detection

Application Area Task Approach Sources
Vulnerability General Detection Empirical Evaluation (Guo et al., 2024; Noever, 2023; Zhou
Detection et al., 2024)
Chain-of-Thought (Nong et al., 2024)
Prompting
Supply Chain Analysis Failure Analysis (Singla et al., 2023)
Vulnerability Repair | Automated Fixing LLM-based Repair (Noever, 2023; Fu et al., 2023)
Secure Code Generation | Fine-Tuning LLMs (Lietal., 2026)
Formal Verification | Self-Healing Software LLMs + Formal Methods | (Tihanyi et al., 2025)
Al-Generated Code Formal Verification (Tihanyi ef al., 2023)
Validation Integration
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Fig. 7: Breakdown of LLM applications in Security and Vulnerability Detection

3.7 Vulnerability Detection and Analysis

The utilization of LLMs in security and vulnerabilities detection is a breakthrough in terms of ensuring software
safety against newly emerging threats. As illustrated in Table 4, the selected literature can be classified into
three main applications of LLMs, each of which relates to a different aspect of security analysis and
vulnerabilities handling. LLMs demonstrate considerable potential for identifying various vulnerabilities in
software. In particular, the research conducted by (Guo et al., 2024) explores their ability beyond the context of
typical test cases and concludes that LLMs demonstrate high accuracy in pattern identification but struggle to
adapt to unknown vulnerabilities. The research by (Zhou et al., 2024) presents promising findings regarding
the use of language models for vulnerabilities detection and stresses the importance of the design of the
language models and the dataset for training. This point is significant from the perspective of enhancing the
security of software. With an appropriate use of LLMs, it is possible to identify and eliminate security
vulnerabilities.

The analysis of supply chains for security purposes is another critical application area of LLMs. Specifically,
the research conducted by (Singla et al., 2023) analyses the effectiveness of language models in processing the
history of software supply chain failures. The presented research illustrates how language models can analyze
the complex dependency graph and discover the vulnerabilities but highlights the issues with the interpretation
of subtle transitive vulnerabilities. The chain-of-thought prompting technique developed by (Nong et al., 2024)
constitutes a methodological advance allowing models to elaborate on the process of detecting vulnerabilities
step by step.

3.8 Vulnerability Repair and Secure Code Generation

LLMs are not only effective in identifying software vulnerabilities but also show considerable potential in
repairing them automatically. For instance, one study examined the ability of LLMs to recognize and patch
software vulnerabilities and outlined certain criteria for assessing the model's ability to repair certain types of
vulnerabilities. Additionally, one research was conducted on the ability of ChatGPT to classify and patch
software vulnerabilities. Thus, it provides an understanding of the practical application of commercial LLMs
in security. It is essential since it can provide insights into possible ways of utilizing LLMs in vulnerability
fixing. This will ensure the safety of applications and make it less likely that they will face attacks. In general,
LLMs can be considered a promising technology for solving issues with software vulnerabilities.

Creating secure code is a valuable approach that allows preventing possible problems. One study (Li et al.,
2026) analyzes the process of fine-tuning of LLMs for code generation, which ensures higher reliability of such
generated code. It is clear why this happens since some other researches indicate that task-specific training of
models increases their performance in security-related tasks.

3.9 Formal Verification and Validation

Application of Al for improving security systems is also a brilliant idea. Some experts have offered an
innovative concept of creating self-healing software. Such a software is developed by implementing LLMs and
formal verification techniques for analyzing code. As a result, such an approach allows solving security issues
during the operation of software and is extremely helpful in case of newly emerged security vulnerabilities
since it enables addressing them in real-time. For instance, in case of attacks, self-healing software will be able
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to detect the issue and resolve the vulnerability in real-time. Thus, it can be considered one of the promising
approaches to ensure safety of a system and prevent potential attacks in the future. FormAl dataset proposed
by researchers is the breakthrough for checking the security and safety of Al-generated code. This work
proposes using formal verification techniques for testing the security properties of the code generated with the
help of LLMs. This work is quite valuable as it combines the generation of code through Al models and formal
methods in the sphere of verification.

Studies conducted by (Fu et al., 2023) provide additional information regarding LLMs in finding, classifying,
and fixing various weaknesses in security. It is important to note that such research gives an additional idea of
the progress of technologies discussed. As a result, taking into consideration all above-mentioned works, it can
be said that LLMs have made quite significant progress, but there are some issues that need to be solved. In
particular, LLMs have the following limitations: difficulties in identifying new types of attacks, lack of
generalizability, difficulty to use LLMs alongside existing tools, lack of support of specific languages.
Fortunately, this direction develops very fast and people try to solve these issues through improvements of
models, training techniques, and result verification.

3.10 Prompt Engineering and Fine-Tuning of LLMs in Software Engineering

The proper use of LLMs in software engineering work highly relies on two major methods that are prompt
engineering and fine-tuning of the model. As can be seen in Table 5 and Figure 8 below, we have systematically
classified the reviewed studies based on their specific approaches towards LLM optimization in software
engineering scenarios.

Table 5: Taxonomy of Prompt Engineering and Fine-Tuning Techniques

Technique Category | Specific Approach Application Domain Sources
Prompt Engineering | General Strategies Requirements Elicitation (Ronanki et al., 2024; Rodriguez et
al., 2023)
Code Generation (Li et al., 2024; White et al., 2024)
Domain-Specific Patterns | DSL Creation (Subahi, 2026)
Software Traceability (Rodriguez et al., 2023)
Adversarial Robustness Prompt Robustness (Zhu et al., 2023)
Evaluation
Fine-Tuning Human Preference General SE Tasks (Ziegler et al., 2019)
Alignment
Self-Generated Autonomous (Wang et al., 2023)
Instructions Improvement
Declarative Pipelines Self-Improving Systems (Khattab et al., 2023)
Comparative Studies | Prompting vs. Fine- Automated SE Tasks (Shin et al., 2023)
Tuning
Evaluation Real-World Task GitHub Issue Resolution (Jimenez et al., 2023)
Benchmarks Performance

Comparative Studies - 1

Evaluation Benchmarks 1
0 1 2 3 4 5
Number of Sources Cited

o+
~

Fig. 8: Breakdown of Prompt Engineering and Fine-Tuning Techniques by specific approach
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The second key technique in obtaining expected results from LLMs while keeping the base settings unchanged
is prompt engineering. There are multiple studies dedicated to showing that well-designed prompts may
dramatically enhance performance in tasks such as requirements elicitation and software traceability. For
instance, some papers found that proper prompts helped language models understand the meaning of a task
and gave correct answers to questions that were asked of them. In particular, this was relevant to the domain
of software development since communication here had to be particularly precise. With help of specialized
prompt patterns, it is possible to create domain-specific languages which would facilitate the process of
translation of natural language requirements into formal specification. This technique can be particularly useful
for tasks related to software development, in which language models can be applied in order to produce
technical documentation. Hence, the research on the topic of prompt engineering is vital for extracting greater
value from LLMs and enhancing their performance. One of the drawbacks of prompts is the high possibility of
manipulation. Some research demonstrated that slight changes of vocabulary in prompts lead to drastic change
of output of LLMs. Therefore, there is a need to come up with a solution to make the prompts more reliable.
Also, there was a paper that considered how to use prompts in order to improve quality and effectiveness of
code. As a result, it generated certain patterns that could be applied in general situations, which can be very
useful for developers.

Finally, fine-tuning approaches are another possible way of adaptation of LLMs to software engineering
tasks. The paper (Ziegler et al., 2019) considers how reinforcement learning can help in making language models
align with human preferences in code generation and documentation tasks. Autonomous improvement
approaches as suggested in (Wang et al., 2023; Khattab et al., 2023) allow models to self-refine their abilities
using self-generated instructions and declarative pipeline instead of huge human-labeled dataset. Comparing
different approaches, one may obtain valuable information about their advantages and disadvantages. For
instance, there was a paper (Shin et al., 2023) which compared the performance of prompting and fine-tuning
approaches in automated software engineering tasks. According to its results, the effectiveness of the approach
largely depended on the context and required certain trade-off between effort and performance enhancement.
To evaluate these approaches, one can use a benchmark such as SWE-bench (Jimenez et al., 2023) to check how
well the language models can solve real-world tasks from GitHub repository. The paper (Li et al., 2024) has
developed AceCoder - a special mechanism for programming code production that is superior to other existing
methods. This happens due to the usage of knowledge from the domain. Thus, with correct prompts one can
obtain considerable results without performing complex fine-tuning procedure. Having evaluated all of these
studies, one obtains an overview of current situation in terms of prompt engineering and fine-tuning for
software engineering purposes. They show potential to make a significant change, however, there is a need to
continue research in order to make them more reliable, efficient and flexible.

3.11 Transforming Software Engineering Education through LLMs

Incorporation of LLMs within the education of software engineering constitutes a new paradigm shift in terms
of teaching methodologies and poses both benefits and challenges to educational organizations. As seen in
Table 6, we have conducted a systematic classification of the studies included based on the scope and
contribution methods of the field.

Table 6: Taxonomy of LLM Applications in Software Engineering Education

Application Focus Educational Impact Key Findings Sources
Practical Al Integration | Hands-on curriculum LLMs as interactive teaching assistants (Kozov et al.,
enhancement 2024)
Generative Al Automated learning Revolutionizing requirements and (Daun & Brings,
Transformation support process model education 2023)

Kozov et al. (2024) focuses on applying Al and LLMs in practice for the purposes of teaching software
engineering. This research demonstrates that such tools can serve as useful virtual teaching assistants providing
instant feedback on students' performance. It is important to acknowledge the significance of the research
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conducted by the authors since it proves that LLMs can play an important role in connecting theoretical
knowledge acquired in classes with practical applications in such complex topics as software design and
patterns. The most notable feature of LLMs' use in teaching software engineering is their ability to ensure
personalized learning experience. Each student will receive an explanation and advice that is customized
according to his or her performance. Daun & Brings (2023) provides an overview of how generative Al
technologies including ChatGPT are transforming software engineering education. The study focuses on the
analysis of the influence of LLMs on teaching software process models and requirements engineering in which
LLMs prove to be highly proficient in generating and adapting educational content. It becomes obvious that
there are many benefits in using LLMs in terms of automated question generation, adaptive learning materials
creation, and provision of instant feedback. These capabilities make it possible to increase the efficiency and
engagement of the learning process in this case. The researchers also note the necessity to develop new methods
of assessing students since they may use LLMs during the learning process. The use of LLMs in software
engineering education allows for a personalized learning experience since each student receives relevant
feedback based on his or her performance.

LLMs in software engineering education not only allow for delivering the content but also reshape the
process of learning. With the help of LLMs, it is possible to create scenarios when students are able to work
with simulated requirements of the projects and get analysis of their solutions. The use of LLMs proves to be
valuable in requirements engineering since students usually find this topic rather abstract. All these studies
demonstrate that although LLMs cannot substitute the role of human instructors in education, they can become
powerful tools in this process since they allow for personalizing instruction, scaling of educational resources,
and providing constant learning support even outside traditional classroom. Current research indicates that
the most effective use of LLMs in educational processes is associated with combining the generation capabilities
of the latter with pedagogical frameworks. Such approach helps in making sure that Al-generated content
meets learning goals while keeping academic standards. The introduction of LLMs into software engineering
education also implies certain problems related to issues of academic integrity, critical thinking development,
and students' problem-solving skills.

3.12 Challenges and Ethical Considerations in LLM Deployment

However, when you use LLMs in software engineering, it becomes highly complex. Various challenges as well
as ethical questions have to be addressed. We carefully analyzed the key points made in the articles reviewed
in relation to software engineering, such as those indicated in Table 7, and classified them. Such analysis is
helpful in understanding the implications for research as well as practice. A breakdown of challenges and
ethical considerations in LLM applications is depicted in Fig. 9.

Table 7: Taxonomy of Challenges and Ethical Considerations in LLM Applications

Vulnerabilities

Category Specific Challenge Impact Area Sources
Technical Hallucination and Factual Requirements Specification (Ozkaya, 2023; Kaddour et al.,
Limitations Errors 2023)
Context Window Constraints | Large-Scale System Analysis (Chen et al., 2025)
Domain Adaptation Specialized Software Domains | (Sallou et al., 2024)
Difficulties
Security Risks Prompt Injection System Integrity (Lu et al., 2024)

Data Leakage Concerns

Proprietary Information
Protection

(Akbar et al., 2023)

Ethical Concerns

Bias Propagation

Requirements Elicitation

(Ozkaya, 2023)

Accountability Gaps

Critical System Development

(Sallou et al., 2024)

Intellectual Property Issues

Code Generation

(Akbar et al., 2023)
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Fig. 9: Breakdown of Challenges and Ethical Considerations in LLM Applications

One of the key challenges for LLMs is the tendency to create outputs which are inconsistent with facts due to
their hallucination capability, as noted in (Ozkaya, 2023) and (Kaddour et al., 2023). These studies point out
that application of LLMs to requirement specification purposes leads to the generation of plausible yet
impossible system behaviors, potentially causing costly design errors unless identified. Limitations in terms of
context window size, highlighted in (Chen et al., 2025), are another challenge that makes it difficult to analyze
large software systems due to difficulty in retaining coherent understanding over long documents. The work
by (Sallou et al., 2024) identifies the problem of domain adaptation, revealing the inability of LLMs to cope with
specific software engineering terminology and contexts without additional fine-tuning. Deployment of LLMs
raises security threats as well. The work of (Lu ef al., 2024) reveals the possibility of prompt injection attacks,
leading to potential manipulation of the outputs of the models due to malicious inputs. The work by (Akbar et
al., 2023) complements these findings highlighting the risks of data leakage related to use of commercial LLMs
APIs which might save and leak proprietary information in the form of requirements document or code
snippets.

Ethical issues raised by the use of LLMs are complicated by themselves. Ozkaya (2023) highlights how biases
from the training data of the model can be transferred to requirements elicitation and cause exclusion and
unfairness in the generated system design. Problems of accountability related to LLM outputs containing errors
affecting system functionality or safety are analyzed in (Sallou et al., 2024). Intellectual property concerns
related to LLM-generated code are discussed in (Akbar et al., 2023). The research conducted by (Chen et al.,
2025) provides further insights into the challenges faced by practitioners in terms of error identification and
correction in LLM outputs. The findings of this study confirm the key challenges outlined in our taxonomy and
provide additional practical evidence to the problems related to LLM use. Overall, analysis of these studies
allows us to conclude that although the potential of LLMs in software engineering is considerable, their use
introduces a variety of challenges requiring systematic solutions. In order to ensure the responsible application
of LLM technologies in software engineering field, we need to develop appropriate technical, policy, and ethical
measures.

4. DISCUSSION

Once you review the existing evidence base as a whole, you can detect several recurring themes that reframe
the perception of applying LLMs to SRE. In particular, what becomes apparent is the fact that while LLMs
represent a valuable instrument capable of boosting the automation and efficiency of certain stages of the
process, the application of this technology brings up a series of complex technical and ethical challenges.
According to the evidence, LLMs have the potential to greatly enhance the process of translating natural
language requirements into formal specifications, yet the reviewed works draw attention to certain unresolved
issues related to the reliability, interpretability, and domain-specificity of these tools.

From a theoretical standpoint, the discussed works provide insights into the framework of intelligent
requirements engineering, where LLMs act as mediators between human stakeholders and technical artifacts.
Specifically, the papers by (Ronanki et al., 2023) and (Beg et al., 2025) provide insight into the ability of language
models to structure natural language requirements, while the works by (Wei, 2024) and (Han ef al., 2024) reveal
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how these models can help translate requirements into executable code. Thus, it becomes clear that rather than
simply automating the existing processes, LLMs completely reshape the nature of the task, allowing to
continuously refine and adjust the process through interactive communication in natural language. The
implications for conceptual models of SRE are significant since LLMs allow to substitute the linear workflows
with dynamic processes of Al mediation and negotiation of requirements.

Currently, the application of LLMs in SRE workflows proves to be quite promising and useful on the
industrial level. For instance, the papers such as (Zhang et al., 2024) and (Manish, 2024) suggest that the use of
LLMs to refine user stories and facilitate agile project planning improves the quality of SRE and streamlines
the process of development. However, to be able to apply the findings on the practical level, we should consider
the operational challenges discussed in (Ozkaya, 2023) and (Lu et al., 2024), such as the validation and security
of output artifacts. Therefore, in addition to LLMs' capability to assist with certain aspects of SRE, we should
develop certain practices to validate the result and ensure its quality and safety. Specifically, developing
specialized prompting techniques, as described in (Ronanki et al., 2024) and (Rodriguez et al., 2023), emerges as
an essential skill of the software engineer's profile.

Methodological limitations of this review deserve careful consideration. The fast-paced nature of LLM
research implies that our analysis may lack the latest advancements in LLM-related publications that emerged
after our literature search period. The fact that the majority of the studies considered in this paper examine
English language-based requirements and Western development context raises questions related to cultural
and linguistic biases introduced into our review. Moreover, a significant variability in the quality of the
empirical validation in included studies renders difficult drawing firm conclusions on relative effectiveness of
various LLM techniques in SRE. These limitations imply that our conclusions are supposed to reflect the state
of knowledge in this domain within the specified period of time rather than provide objective facts regarding
capabilities of LLM technologies. Some gaps in existing research are revealed. First of all, we have to conduct
some longitudinal studies in order to reveal an effect of incorporating LLMs into SRE on the quality of software
developed and cost of software maintenance over the course of time. One more important issue that requires
investigation is a possibility to use LLMs in multimodal requirement processing, that is, when LLMs have to
analyze both diagrams, tables, and textual elements. In addition to that, we should conduct more research
related to the combination of LLMs with more formal methods in order to eliminate a problem of LLM
hallucination through some advanced techniques, such as neurosymbolic integration. Moreover, an ethical
dimension of the use of LLMs in software engineering needs to be further explored. In particular, the ethical
problems associated with the use of LLMs in software development relate to the necessity to ensure that Al-
generated requirements are bias-free. To address this problem, one can develop frameworks for auditing Al-
generated requirements in order to identify any ethical biases. Some directions for future research may include
the following: Conducting longitudinal studies to investigate LLM effects on software quality and maintenance
costs; Investigating multimodal requirements processing through LLMs; Combining LLMs with formal
methods to solve the problem of LLM hallucination; Investigating ethical dimensions of LLM adoption in
software engineering; Developing audit frameworks for identifying biases in Al-generated requirements.

The influence of technological innovations on education appears to be ambivalent and includes both
strengths and weaknesses that have to be taken into consideration. In particular, certain studies such as (Kozov
et al., 2024) and (Daun & Brings, 2023) suggest that advanced language models may become useful aids in
educating people, although further research should be conducted in order to define how to update software
engineering courses in accordance with the requirements of Al-driven professional environment. It means that
besides teaching practical skills such as prompt handling and model fine-tuning, it is necessary to teach
students how to critically assess results obtained from Al models and understand their limitations. While the
use of these models may make software development more accessible due to the facilitation of requirement
specification, there exists a danger that people may start relying on automated systems excessively and neglect
basic engineering skills. There are certain issues related to the security of using LLMs in the process of SRE.
Researchers as well as representatives of the industry should pay much attention to these problems. Several
studies, such as (Guo et al., 2024) and (Noever, 2023) prove that LLMs may be applied for finding vulnerabilities,
although at the same time they introduce new vulnerabilities that can be used by attackers. It is vital to find
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ways to implement LLMs in development processes safely and avoid additional security risks. One of the
possible solutions for that is the implementation of standardized testing of LLMs' ability to handle security-
related problems in order to allow a systematic comparison of various approaches and models. The collective
evidence suggests that it is possible to observe the beginnings of the paradigm shift in SRE, in which Al becomes
an active participant instead of being a mere tool. In order to successfully implement Al, interdisciplinary
collaboration between software engineers, Al researchers, cognitive scientists, and ethicists is required. The
studies described above serve as the basis for this work; however, many things still have to be done in order to
establish proper theoretical framework, empirically prove its effectiveness and develop practical guidelines for
LLM integration in SRE.

5. CONCLUSION

Through this systematic literature review, the multiple roles that have been played by the LLMs in the SRE
process have been investigated. In addition to this, different applications of LLMs to SRE processes and the
associated trends have been highlighted. The results show the great ability of LLMs in automating and
improving the traditional SRE processes, from elicitation to validation and traceability. Nevertheless, some
challenges, such as model interpretability, domain adaptation, and ethical considerations, remain to be
resolved to facilitate the responsible use of LLMs. The practical significance of these findings is evident through
the recommendations that can be provided for the relevant stakeholders. With the use of LLMs in the process
of software development, it becomes essential to provide effective ways to validate the results and to perform
prompt engineering for reducing risks such as hallucination and bias. At the same time, due to the changing
abilities of LLMs, it is important to ensure the corresponding adaptation in research and practice. Longitudinal
studies and interdisciplinary cooperation are needed to establish the appropriate benchmarks and ethical
frameworks.
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